HndopmanaonHas naMsTka A/1s1 HeCOBEPIIEHHOIETHAX
0o Bonpocam kubepOesonacHocTd B cetn «/HTepHED

KomnbloTepubie BHPYCHI

KOMMBIOTEpHBIA BHPYC - 3TO pa3sHOBUJHOCTH KOMITBIOTEPHBEIX IIPOTPaMM,
OTIHYHTENBHON OCOOEHHOCTBIO KOTOPOM SBNAETCS CHOCOOHOCTH K PasMHOKEHHIO
(kormpoBaHuio). B fONONHEHHE K 3TOMY, BUPYCH MOIYT HOBPEAMTH HIIH TIONHOCTHIO
YHHYTOXKHTH BCE€ (adiipl M JaHHBIC, IOJKOHTPONBHEIE IIOJB30BATENIO, OT HMEHY
KOTOporo ObLna 3amylleHa 3apax&HHas NMpOrpamMma, a TaKKe MOBPEIUTh HIH Hake
YHHYTOXUTE ONEPALMOHHYIO CHCTEMY CO BCeMH QakinamMu B LeiaoM. B GonsIMHCTBE
ClTy9acB pacipoCTpaHsIIOTCs BUPYChl Yepe3 HHTEPHET.

MeToab! 3a0HTH! OT BPEJOHOCHBIX NMporpamMm:

l.  Hcnone3y# coBpeMeHHbIe ONepallMOHHBIE CHCTEMBI, HMEIOIIHUe CePbE3HEIH
YPOBEHbB 3alI|Thl OT BPEIOHOCHBIX IIPOTPaMM;

2 IToctosHHO ycramaBiuBaW martad (UubpOBBIE 3aIUIATKH, KOTOpHIE
aBTOMATHYECKH YCTAaHABIMBAIOTCA C LeNbi0 JopaboTKU TporpamMMmel) H JApyrue
oOHOBJIEHHsA CBOGH OmepauHoHHOW cucTeMbl. CKauuBail UX TONBKO ¢ OQHUIMATBEHOTO
cadita paspaboruuka OC. Ecmu cymecTByeT peXuM aBTOMATHYECKOrO OOHOBIIEHWNS,
BKJIIOYH €ro;

3. Paborall Ha cBoeM KOMNbIOTEpe I[IOJ IIpaBaMM IIOJB30BATENsd, a He
aIMHHHACTPATOpPa. OTO He [O3BONAT OONBIIMHCTBY BPEAOHOCHBIX IPOrpaMm
WHCTA/UIMPOBATHCS HA TBOEM [TePCOHAIBHOM KOMIIBIOTEPE;

4.  Hcnone3ydt aHTUBHpPYCHBIE IpOrpaMMHBI€  HPOAYKTBI  H3BECTHEIX
POU3BOUTENEH, C aBTOMAaTHYECKUM OOHOBNIEHNEM 6a3;

5 Orpannyb QU3UYECKUN JOCTYI K KOMITBIOTEPY [UIs IIOCTOPOHHUX JIHIL;

6. HUcnonk3yii BHEIIHNE HOCUTENH HHDOPMaLMH, TaKie Kak (QIelika, AMCK Uy
datin u3 MHTepHeTa, TONBKO U3 NPOBEPEHHBIX UCTOUHHKOB;

i He otkpeiBaii KOMIbBIOTepHble (aiiyibl, MOTyYEHHBIE M3 HEHAJIEKHBIX

UCTOYHUKOB. Jlaxke Te daiinsl, KOTOphle NpHcial TBOH 3HaKOMBIH. JIydine yrounu y Hero,
OTIIPaBIIAN JIK OH Tehe uX.

Cern WI-FI
C mnomoursro WI-Fi MoOxHO mnomy4duTe OecnnarHBIA MHHTEPHET-HOCTYI B
OOLIECTBEHHBIX MecTax: kade, OTeysiX, TOProBhIX IEHTpax M aspomoprax. Tak ke

ABISETCS OTJIMYHOH BO3MOXXHOCTBIO BbIxofa B MHTepHer. Ho MHOIHWE 3KCIEPTEH
CUMTAIOT, 4TO obmenoctynaele WiFi ceTr He sBnstoTCs 6€30MaCHBIMHA.

CogeThbl o 6esonacHocTy padorsi B obmenoctynabix cerax Wi-fi



1.  He mepenasait cBoro muHy0 HHGOpMaIHio Yepes obmenoctynupie Wi-Fi
cetd. Pabotas B HMX, KelaTeqbHO He BBOAHUTH IMapOJH IOCTYIIA, JIOTHHEI ¥ KAKHE-TO
HOMEpa;

2. Hcnonesy# u o6HOBNIN aHTUBHPYCHBIE NPOrpaMMbl u OpaHmMaysp. Tem
caMbIM Thl 06e30macHIIb cebs OT 3aKauKy BUpyca Ha TBOE YCTPOHCTBO;,

3. Ilpu ucnomns3zopanuy Wi-Fi oTxmoun dyskumo «O6mu# gocryn x daitnam
u npuHTepam». JlaHHas OYHKIMS 3aKphiTa MO YMOJYAHMIO, OAHAKO HEKOTOPHIE
TIONTE30BATETH aKTHBUPYIOT e€ IS y100CTBa UCTIONb30BaHus B paboTte win yuede;

4, He wucnonesyit nybnuussii WI-FI nns nepemaus AMYHBIX JaHHBIX,
HampuMep, AJ BRIXOJA B CONMAIbHbIE CETH WIH B 3JIEKTPOHHYIO IIOUTY;

5.  Hcnoneayit Tonbko 3amumenHoe coeaunenue depes HTTPS, a ne HTTP,
T.e. Ipu Habope Beb-anpeca BBoAM uMeHHO «https://»;

6. B moOunpHOM Ttenedone orxmoum Qynxumio «[loaxmouenume x Wi-Fi
aBTOMaTHIeckw». He momyckall aBTOMATHYECKOTO MOJKITIOYEHMST YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CounmajbHbie CETH

ConmanpHas CeThb - 3TO CAWT, KOTOPHIM MPefoCTaBAsSeT BO3MOXKHOCTH JIIOISM
OCyIIecTBAATEh obIeHue Mexay coboil B uHTepHeTe. Yare BCEro B HUX [T KAXKIOTO
YeloBeKa BBIIENAETCd CBOfA JIMYHAS CTPaHHYKa, HAa KOTOPOM OH yKassiBaeT o cele
PA3THYHYI0 HHPOPMAUMIO, HaUMHAS OT UMEHH, QaMUIUU W 3aKaHYMBAsS NHYHBIMHA
dororpadusmu. MuOrUe noas30BaTENHN He MOHMMAIOT, YT0 UHGOpMaIHs, pa3MenIeHHas
¥UMH B COLMATBHBEIX CEeTSX, MOKET OBITh HaiieHa ¥ WUCIIONB30BaHa K€M YIOOHO, B TOM
qucie He 0043aTenbHO ¢ 61aruMy HaMepeHHAMH.

OcHoBHEIE cOBeTHI 10 6€30NaCHOCTH B CONHANbHBIX CETAX:

1. Orpasuyb coucok Apy3ed. Y 1ebs B Apy3bIX HE HOMKHO OBITH CHydaiHBIX
Y HE3HAKOMBIX TIOJIEH;

2.  3ammmniai CBOIO YaCTHYIO XH3Hb. He ykassiBa¥ nmapoiy, TenedoHsl, aipeca,
NaTy TBOETO POXICHHUS U APYTYIO JIMYHYIO MHOGOPMALHMIO. 3IOYMBIULTEHHHKH MOIYT
HCTIONB30BaTh Aaxke WH(OPMALMIO O TOM, Kak Thl U TBOW POJAMUTENH IUIaHUpyeTe
NPOBECTH KaHUKYIIBI;

3, 3aluiiiai CBOIO pelyTaluio - Aep)KU €€ B YUACTOTe ¥ 3a7aBail cebe Bompoc:
xoten Ob1 ThI, 4TOOBI ApyTrUe [07B30BATEM BUIEIH, YTO Thl 3arpyxaeiis? [logymai,
NPEeXAe 9eM YTO-TO OIyOIUKOBATh, HAITMCATh U 3aIrPy3UTh;

4.  Ecnu TH TOBODHINIL ¢ JEOABMM, KOTOPHIX HE 3Haellb, HE UCTIONB3YH CBOE
peanbHOe UM ¥ APYTYIO TMYHYIO HHOOPMALMU: UMS, MECTO XXHUTENbCTBA, MECTO yueOsl
U mpodee;

5.  Ws6eraii pasmemenus dororpaduit B MurepHete, rae Thl u306paxeH Ha
MECTHOCTH, 110 KOTOPO# MOXHO OIPEENHTh TBOE MECTOIOIOKEHHE;

6.  Ilpum perucTpanyu B COLHANLHON CETH HEOOXOIUMO HCIIONB30BATE CIIOKHEIE
[apoiH, cocTosfye U3 6YKB U HUdpP U ¢ KOTHMYSCTBOM 3HAKOB He MeHee §;



% Jlnst couranbHOM CeTH, MOYTHL U APYTHX CaliTOB HEOOXOAMMO HCIIONE30BaTh
pasHbie mapoiu. Toraa ecnu Tebs B3IOMAIOT, TO 3JIOYMBIIUICHHHKY IOJNYYAT JOCTYII
TOJIbKO K OZIHOMY MECTY, a He BO BCe cpasy.

DNeKTPOHHBIE AeHbIH

OJIEKTPOHHBIE JEHBIMM — 3TO OuYeHb YHAOGHBIM croco6 Iuiarexed, OIHAKO
CYIIECTBYIOT MOILUEHHUKH, KOTOPBIE XOTAT MOJIYYHUTh ITH AEHBIH.

DIIEKTPOHHBIE IEHBIM MTOSBHIIACH COBCEM HEAaBHO ¥ HMEHHO W3-38 5TOTO BO
MHOTHX TOCYapeTBax A0 CUX MOp He NPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM QYyHKLUHOHHUPYIOT M O HHX YK€ IPOMHCAHO B 3aKOHE, IJe HX
Pasfe/sIoT Ha HECKONBKO BHOB - aHOHMMHBIC W HE aHOHMMHBIC. PasHMIIa B TOM, YTO
aHOHWMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs IPOBOAUTE Ollepanyy 6e3 uaeHTUhHKAuU
ONB30BATENA, 4@ B HE AHOHUMHBIX UJCHTHQUKAIMH TIONB30BATENA SIBIAETCH
00s13aTeNEHOM.

Taxoxe cnemyer pa3nu4aTh 3JEeKTpOHHBle (UATHBIE JEHBIW  (PaBHEBI
rOCyapCTBEHHBIM BalIOTaM) M 3JIEKTPOHHbIe HedUaTHBIE NEHBIH (HE paBHEBI
roCcyJapCTBEHHBIM BaIOTaM).

OcHoBHBIE COBETHI O Ge3onacHoi paﬁo*re C 3JIEKTPOHHBIMH JeHbI'aMH:

i [TpuBsku K cueTy MOOWIBHEIM TenedoH. D10 caMbllt ynoOHBIHA U OBICTPEIM
croco® BOCCTAHOBUTH JOCTYN K cuery. [IpuBssaHHBIM Tesle(OH TNOMOXET, €ciu
3a0yfelb CBOM IUIATEKHBIH ITaposb WK 3aiAels Ha caliT ¢ He3HAKOMOI0 YCTPOHCTBE;

2 Hcrone3y# opuopazoBeie maponu. [locne mnepexoma Ha YCHIIEHHYIO
aBTOpH3alMi0 Tebe yxke He OymeT yrpoXarb OIAaCHOCTb KpakM WM IIepexBara
[IaTEXKHOI0 Mapods;

3.  Breibepu cnoxubiif napons. [Ipectymuukam OylneT He MpoOCTO yrajarh
CHOXHBIN mapoib. HamexHble napoiu — 3TO NMapojy, KOTOPbIE COAepKaT He MeHee 8
3HAKOB M BKJIOYAIOT B ce0si CTPOYHBIE W NpPOMHUCHBIE OYKBBI, HU(PHI ¥ HECKOIBKO
CHMBOJIOB, TaKUe KaK 3HaK Jojuiapa, (yHTa, BOCKIMLATeIbHBIN 3HaK M T.1. Hanpuwmep,
StROng!;;

4, He BBOIM cBOM NHYHBIE JaHHBIC Ha calTax, KOTOPEIM HE HOBEPSCHIE.

JJeKTPOHHAd MOYTa

DNIeKTpOHHAsA TI0YTa — 3TO TEXHOJOIWs M IPENOCTaBIsEMBIC €10 YCIYIH IO
MEpEChUIKE K IMOJYYSHHIO BJIEKTPOHHBIX COOOINEHHH, KOTOpBIC PaclpeielsioTes B
KOMIBIOTEPHOH ceTd. OOBIYHO 3JIEKTPOHHBIM ITOYTOBBIN SIIUK BBIMVIIINAT CIHEIYIOMIM
oOpaszom: ¥Ms_TI0JIE30BaTEIA(@HUMS_1oMeHa. Taxke KpoMme mepejady IpoCcToro TEKCTa,
HIMEETCsl BO3MOKHOCTD IepeJaBaTh (anbl.

OcHoBHbIE COBeThI 110 Ge3onacHoii pabore ¢ 3JIeKTPOHHOH MOYTOH!



L. Hapo BBOpaTh nNpaBuibHBIR MOUTOBLIA cepsuc. B IuTepHeTe ecTsh
OrpoMHBIH BEIOOP GECTINATHEIX TOYTOBBIX CEPBUCOB, OJHAKO IYYIIE JOBEPIATH TeM, KOTO
3HACIIb ¥ KTO NIEPBLIH B peliTunre;

2. He yxaseiBaii B mu4HOM noyrte mu4Hyro uHbopManuo. Haopumep, nydme
BHIOpaTh «My3BIKIBHBIN _(Qanat@y» umu «pok2013» BMecTo «TeMal3»;

3. Hcnonesyit ABYX3TaNHYO aBTOPU3ALHIO. DTO KOT/(a IOMHUMO NIApoJist HyKHO
BBOJIUTH KOJI, IpHUCEUIaeMbIi 1o SMS;

4.  Beoifepu cnoxHbM napois. s KaXIoro moYTOBOIO SUIMKa JOLKeH OBITH
CBOH HaJIEXKHBIM, YCTOXYMBLIN K B3JIOMY I1apOJIb;

< 2 Eciu ecTh BO3MOXHOCTh HAaNucaTh CaMOMy CBO# JMYHBIA BOMpOC,
UCTIONB3YH 3TY BO3MOXKHOCTE;

6.  Hcnone3yli HECKONBKO IIOYTOBBIX SIMMKOB. IIepBhIA JUis 4YacTHOM
IEePeNUCKH ¢ agpecaTaMy, KOTOPBIM Thl HOBEpsiellh. JTO SNEKTPOHHbIM anpec HE HALO
HCIIONB30BaTh PH PErucTpaliy Ha popymax U caifrax;

7.  He otxpeiBa#f daiinel U Opyrue BIOXKEHHS B IHChMAX NAXE E€CIM OHH
NPHULIY OT TBOMX Jpy3ei. JIydnie yTouH# y HUX, OTTIPABIAIH 11 OHM Tebe 3TH (aliisl;
8.  ITlocne oxonyanusa paboThl Ha MOYTOBOM CEpPBUCE IIEpEeNl 3aKpBITHEM

BKJIQJIKK C calToM He 3a0y1b HakaTh Ha «BerT».

KuGepOyaiausr 114 BUPTYAJbHOE H31eBATEILCTRO

KubepOysunr — npecnefoBanue COODIEHUAMH, COMEpKAIMME OCKOpOneHu s,
arpeccHio, 3alyTHBaHHe; XYJMIaHCTBO; COLMansHOEe OGOHMKOTHUPOBAHUHE C MOMOUIBIO
pa3nuyYHbIX UHTEPHET-CEPBUCOB.

OcHosnbIe coBeThl 110 60phbe ¢ KubepOyIHHIOM:
1.  He 6pocatics B 60oit. Jlyummuii crioco6: MOCOBETOBATECS Kak cebs BECTH H,

€CJI¥ HeT TOIr'0, K KOMY MOXKHO 06paTYITBCH, TO BHaYalie YCIIOKOHUTBCH. Ecnu Te1 HauHen®
OTBEYATh OCKOI}GJICHHHI\JH Ha OCKOP6.TIGHHH, TO TOJBKO emie OoJblIe pasoxOKells

KOH(DIMKT;
2.  Vupapnsaii coeii kubeppenyraiueii;
3.  AdormMHOCTB B ceTd MHUMAs. CyIIECTBYIOT CIIOCOOBI BEIICHUTD, KTO CTOUT

38 AHOHUMHBIM aKKayHTOM;

4, He crout Bectm xynuraHckuii obpa3 BupTyanbHOH >XM3HHU. VIHTEpHET
dHKcHUpyeT BCEe TBOM JeHCTBUS U COXpaHseT wuX. YaamuTth ux Oyner kpaiine
3aTPyAHUTEIIBHO;

S. Bemu cebs BEXIMBO,

6. Ursvopupy#t enuHmuHbIM HeratuB. OpHOpa3oBele OCKOPOUTEIBHbIE
coobmieHus Jy4lle WrHOpHpoBaTh. OOBIYHO arpeccus MpeKpallaeTcss Ha HadyalbHOH
CTaI|H;

y 2 ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIMH COODILEHUAMH, B
COLMaNbHBIX CeTAX €CTh BO3MOXHOCTE ONOKMPOBKM OTHpaBKY cooOLeHu# ¢
OIIpeJICIeHHBIX aIPeCcOB;



8. Ecnu 181 cBUseTens kubepOymiunra. TBoM AeHCTBHSA: BEICTYIUTH IPOTHB
IpeciefoBareNis, IMOKa3aTh €My, 49TO ero MAeHCTBHS OLEHHMBAIOTCS HETraTHBHO,
IOAZIEPIKATE KEePTBY, KOTOPOH HYXHa ICUXONOTAYecKas IIOMOLb, COOBIIATE B3POCIBIM
0 (haKTe arpeCCHBHOIO MTOBE/IEHUS B CETH.

Mobuabubiii Tenedon

Cospemennsle cMapThOHBl X ILTAHIIETH COAEPKAT B cebe BIIOIHE B3POCHBIHA
(yHKIMOHAN, ¥ Teneph OHU MOTYT KOHKYPHPOBATh CO CTAMOHAPHBIMY KOMIhIOTEPAMH.
Onnako, cpeACTB 3aIUTHL 4715 IOZOGHBIX YCTPOUCTB Toka o4eHs Mano. TecTHpoBanue 1
TIONCK YSI3BHMOCTEH B HUX IPOMCXOAUT HE TaK UHTCHCHBHO, Kak ais 1K, To xe camoe
KacaeTcs ¥ MOOWIIbHBIX IPUIIOKEHHRN.

CoBpemenHbple MOOHIBHBIE Opay3ephl yKe NMPaKTUYECKH [OTHANM HACTONIBHbIE
aHaJIOrH, OJJHAKO paciiMpeHne QyHKLMOHAaNa BIeYeT 38 CO00H GOMBINYIO CIOXKHOCTE H
MEHBIIYIO 3aIHILICHHOCT.

Janexo He BCE MPOU3BOAUTENN BBITYCKAOT OOHOBIEHHUS, 3aKPBIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH IS CBOUX YCTPOKCTB.

OcHoBHBIE COBETHI A5 6€30N1aCHOCTH MOOHIBLHOIO TejiedoHa:

i. Byns octopoxeH, Beb korja tebe rpeasaratoT 6ecIuiaTHbIA KOHTEHT, B HEM
MOTYT OBITH CKPBITEI KaKKe-TO IIIaTHEIE YCIYTH;

2 Hymaii, npexxae yem otnpasuts SMS, doro uinu Bugeo. Thl TOYHO 3HAEIS,
rje oHl OyyT B KOHEYHOM HUTOTE?

3.  Heobxomumo 0OHOBIATH ONEPALHOHHYIO CHCTEMY TBOETo cMapThoHa;

4. Wcrons3y# aHTHBUPYCHBIE TPOTPaMMBbl AJIsi MOOHIBHEIX TENehOHOB;

5. He 3arpyxait NpuokeHuss OT HEM3BECTHOIO0 UCTOYHHKA, BEAb OHU MOIYT
cofepKaTh BPeIOHOCHOE ITporpaMMHoe obecnieueHue;

6. ITocne TOro xak Thl BeIMIEIIL C caiTa, TIe BBOMWI JTHUHYIO HHQOPMAIHIO,
3aliIi B HACTPOUKH Opaysepa u yaamu cookies;

7.  Tlepuonudecku NpoBepsAil Kakue MIATHBIE yCIyTM aKTUBUPOBAHB! Ha TBOEM
HOMEDE;

8. JaBaii cBoit HOMep MOOHMIIBHOrO TenedoHa TOJBKO JHOASAM, KOTOPBIX ThI
3HaelIb U KOMY AOBEpselLb;

9. Bluetooth pomkeH OBITH BBIKIIOYEH, KOTJIa Thl UM He Tonb3yemibes. He

3a0pIBaii HHOT 1@ [TIPOBEPSTH 3TO.

DOHIIHHT WY KPaXa JHYHbIX JaHHBIX

['naBHas uens GUIONHT - Buna MHTEpHET-MOLIEHHUYECTBA, COCTOUT B NOJIYy4CHUH
KOH(QUIECHIIMATHHBIX JAHHBIX I10Jb30BaTeNeli — JOrMHOB H Tapojeil. Ha anrauiickoM
s3bike phishing uwmraercs xax ¢ummur (or fishing — peibuas nosns, password —
11aposb).

OcuoBHbIe coBeTHI 110 fopnbe ¢ pUUIHHIOM:



1.  Cnemu3a cBouM akkayHTOM. ECivi Thi T0f03peBaeiiis, 4To TBOS aHkeTa O5iia
B3/IOMaHa, TO HeoOXOMuMO 3a0I0KHUPOBaTE e¢ U COOOIIATH aIMUHUCTPATOPaM pecypea
00 3TOM KaK MOXKHO cKopee;

2. Wcrnrone3yit 6e3onacHbie BeO-CalThl, B TOM HYHCIE, HHTEPHET-MarasuHoB 1
TOHCKOBBIX CUCTEM;
3.  Hcmone3y# clnoXHBIE W pa3Hble Hapoiau. TakuMm obpazoM, ecmn Tebs

B3JIOMAIOT, TO 3JI0YMBIIIIEHHYKY NOJIy4aT AOCTYI TOJIBKO K OJHOMY TBOEMY IIPOQUIIO B
CeTH, a He KO BCEM;

4,  Ecam Tebs B3nomand, TO HEOOXOAUMO TIPENYTPEOMTh BCEX CBOMX
3HAKOMBIX, KOTOpBIe NoGaBneHsl y Tebs B IOpy3bsiX, O TOM, 49TO TeOs B3OMany M,
BO3MOXHO, OT TBOEIO UMEHH OyNEeT pacchulaThCsi CHaM M CChUIKM HA (DUINMHIOBLIE
cayThl;

8. Yeranosd HanexHs napons (PIN) Ha MoOunbHEIH TenedoH;
6. Orxmouu coxpaHeHue napons B 6paysepe;
7.  He otxpsiBait Galiabl U ApYTHE BIOKEHUS B MHUCBMax Jaxe €Cld OHH

IPHIUIHA OT TBOMX Apy3ei. JIydie yTOUHHU y HUX, OTHPABIISLIH JI1 OHM Tebe 5TH Qaiiisl.



